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1 INTRODUCTION

Over the last years an increasing
interest in using evolutionary ap-
proaches to study biological networks
has continuously grown [1-4]. Un-
derstanding how networks emerged
during evolution can help us to under-
stand their basic properties, such as
the role of complexity and the impor-
tance of topology and feedback loops.
In [5] we developed a framework to
allow the study of networks evolu-
tion, which is based on BlenX [6]
and the Beta Workbench (for short
BetaWB) [7]. We proposed a frame-
work for simulating the evolution of
biological networks where evolution
proceeds through selection acting
on the variance generated by ran-
dom mutation events, and individu-
als replicate in proportion to their
performance, referred to as fitness.
This follows the idea that to simulate
evolution by natural selection, we
must be able to express populations
of individuals, variability and fitness.
The work presented in [5] and here
summarized was done when the
author was at the Microsoft Re-
search — University of Trento COSBI.
A similar approach has
been later presented in [11].

2. THE FRAMEWORK
The Language: BlenX [6,8] is a lan-
guage based on the process cal-
culi and rule-based paradigms and
is explicitly designed to model the
interactions of biological entities such
as proteins and other biochemical
species. It is a stochastic language
in the sense that the probability and
speed of the interactions are speci-
fied in the programs that are written
in this language. In this respect, the
BetaWB [7] is a tool that provides a
network-free stochastic simulator for
BlenX, based on an efficient variant
of the Gillespie algorithm [9]. We re-
fer the reader to [6,8] for a detailed

presentation of the BlenX language.
We consider a protein as a biological
entity composed by a set of sensing
domains, a set of effecting domains
and an internal structure. Sensing
domains are the places where the
protein receives signals, effecting
domains are the places that a pro-
tein uses for propagating signals, and
the internal structure codifies for the
mechanism that transforms an input
signal into a protein conformational
change, which can result in the activa-
tion or deactivation of other domains.
Each biological entity is modelled
in BlenX as a box, which is a com-
putational entity composed by a
set of interfaces and an internal
program (see Fig. 1a). Interfaces
have associated sorts and are the
places where a box can communi-
cate through message-passing with
other boxes. Sensing and effecting
domains are represented by inter-
faces and their structures as sorts.
The mechanism of message-passing
is used to implement the interaction
of proteins: sensing domains receive
activation (e.g. phosphorylation) and
deactivation messages sent to the
protein that are then computed by
the internal program to change the
structure of other protein domains;
effecting domains are used instead
to send messages to other proteins
and so to activate or inhibit them.
The exchange of messages can hap-
pen between boxes whose interfaces
sorts have a certain degree of affin-
ity (described by a relation denoted
as a) which codes the strength of
their interaction capability. These af-
finities are calculated by definable
expressions, which can be declared
as simple real numbers if the inter-
actions that they are accounting for
follow elementary mass action law,
or they can be arbitrary functions if
the interactions are not elementary.
In our evolutionary framework a sys-

tem specified by a BlenX program
represents and individual (see Fig.
1b) while a population consists of
a set of different BlenX programs.

The genetic algorithm: Evolution pro-
ceeds through selection acting on
the variance generated by random
mutation events. Individuals replicate
in proportion to their performance,
referred to as fitness. This process
is modelled through the Func. 1.

This algorithm slightly differs from
the generic evolutionary algorithms
used in computer science, being
closer to real biological observations
made for the asexual reproduction
of organisms. Each individual in the
population is codified using a BlenX
program, and the boxes in each pro-
gram are the abstraction of all the
entities present in that individual. The
interaction among these entities re-
sult in the behaviour of the network
we want to study. There are four
main procedures in the algorithm:

» GeneratelnitialPopulation: the ini-
tial population can be generated
randomly, from a predefined network
configuration to be used as a start-
ing point, or it can be a network with
no interactions. All the individuals in
the initial population can be equal at
the beginning, as they will be differ-
entiated later by the mutation phase;
» Simulate: each individual in the
population is simulated separately us-
ing the BetaWB stochastic simulator;
» ComputeFitness: the output of
the simulation is used to com-
pute the fitness value of the cur-
rent individual. Note that the fit-
ness value is problem-dependent;
* Replicate&Mutate: this is the most
important part of the algorithm. Like
in a real environment, individu-
als with the highest fitness values
are more likely to survive, repli-

Abstract

We present a formal approach
to study the evolution of biologi-
cal networks.

We use the BlenX language
and its stochastic simulator to
model and simulate networks

in connection with evolution-

ary algorithms. Variability is
obtained by mutating the struc-
ture of BlenX programs and
networks are selected at any
generation by using a fitness

function.




cate and produce a progeny that
resembles them, being not, how-
ever, completely equal to them.

The Replicate&Mutate function cre-
ates a new population with the same
number of individuals of the current
generation, using as a base the cur-
rent individuals. At each step it choos-
es one individual, with probability pro-
portional to its fitness. This is achieved
by constructing a cumulative probabil-
ity array a from the fitness array, gen-
erating a random number in the range
0...a[PopulationSize], and then find-
ing the index into which the random
number falls. The selected individual
will replicate and pass to the next
generation. During the replication,
to each protein in the genome of the
individual is given the chance to mu-
tate, according to a probability. A mu-
tation is selected among all the possi-
ble types by the GetRandomMutation
function, and this mutation is applied.
Finally the individual, which can be
either equal to its predecessor or mu-
tated, is added to the new population.

Mutations: Mutations affect the net-
work dynamics. For example, mu-
tations in a DNA sequence can
change the protein amino-acid se-
quence, leading to changes in its
tertiary structure with implications
on the affinity of this protein with
other proteins or substrates. Simi-
larly, events at DNA level as gene
duplication or domain shuffling can
alter network structure and dynamics.
A computer program which is used
to mimic evolution must implement
random mutations in individuals dur-
ing the replication as well. Given an
individual (see Fig. 2a), we consid-
ered the following types of mutations:

» Duplication and deletion of pro-
teins: Gene duplication at DNA level
is implemented with a duplication of
the box associated with the protein
the gene codifies for. The new box
will have a similar internal program
and the same interfaces, while inter-
face sorts will be new but will have the
same interaction capabilities (Fig. 2b).
* Mutation of domains: Point muta-
tions in DNA can change the protein
amino-acid sequence, and conse-
quently lead to the mutation of a
domain and to changes in the inter-
action capabilities of the protein to
which it belongs. In our formalism,
this is achieved by changing the a
relation on the two interfaces that
take part in the interaction (Fig. 2c).
* Duplication and deletion of domains:

Domain duplication or deletion is
more complex as it involves not only
interfaces or rates, but requires also
modification of the internal program
in response to stimuli. Duplicating or
removing domain can be easily done
acting on the interfaces and on the
sorts; however, for these domains to
act as sensing or effecting domains in
cooperation or in antagonism with the
existing ones, the internal program
must also be changed. We devised
several possible modifications of the
behaviour when a domain is added.
These mutations are obtained by ma-
nipulating the structure of the inter-
nal programs (Fig. 2d). We assume
that the internal programs have a
standard structure, so that transfor-
mations can be standardize as well.
Examples of standard internal pro-
grams are detailed presented in [5].

Measure of fitness: When analyzing
evolution of specific biological sys-
tems, one need to consider the fitness
benefit of that system to the organism
(i.e. toits reproductive success). While
it is usually complicated to define and
measure such fitness contribution,
network dynamics can provide a good
proxy in case of biological networks.
As the concentrations of the entities
involved in such networks will define
the proper functioning of the network,
how these concentrations fit a specif-
ic time course would determine how
well the network operates. We include
some common operations that can be
performed on concentration traces,
and a way of finding entities based
on their characteristics, such as the
number and binder identifiers, or their
state. This is important in a language
like BlenX where the whole system,
and all the entities that can appear
in a simulation, are not specified in
the program but can be generated
dynamically during the simulation.

Constraints: We understand that
with our framework it is possible to
generate countless combinations,
interactions and mutations. Many
interactions or mutation can be pos-
sible and make sense from the point
of view of a program syntax and se-
mantics, but have little or no sense
from the biological perspective. We
addressed this issue by providing
a configurable way of specifying
constraints on mutations, their prob-
ability and which class, or type, of
protein or domain they can affect.

3. CASE STUDY

The mitogen-activated protein kinase
cascade (MAPK cascade) is a series
of three protein kinases which is re-
sponsible for cell response to growth
factors [10]. We used a simplified
MAPK cascade as a starting point for
testing our evolutionary framework.
In particular, we analyzed the evolu-
tion of a population according to a fit-
ness function which captures the es-
sential behavior of the MAPK model.
We generated an initial population
of 500 individuals describing an an-
cestral organism that possess all the
base proteins but lacks a signalling
system similar to the MAPK cascade
as observed today. The dynamics of
each individual is then simulated; we
ran each individual for 7000 simula-
tion steps and we remove the signal
at a given simulation step. Using the
output of the simulation, we then
measured for each individual the
corresponding fitness. The fitness
function we implemented is based
on the integration of the simulation
traces of the kinases and measures
how rapidly the output of an active
kinase increases and how much the
output of the same kinase persists
after removing the signal before re-
turning back to the initial condition.
We iterated the evolution algorithm
for 2000 generations, for different
values of fitness function parameters.
We did not obtain individuals with a
perfect MAPK cascade network, but
some individuals had very good fit-
ness values and showed the two di-
rections in which evolution went to
build an ultra-sensitive switch, namely
forming longer cascades with mul-
tiple kinases or having multiple phos-
phorylation sites. More details about
our case study can be found in [5].

(a) Boxes and boxes interactions (b) Individual

Fig. 1: a) The small squares on the border of boxes
are the interfaces; C, D E,... are the sorts; P1, P2,...
are internal programs and B1, B2,... are the names of
the boxes (e.g. protein species). The arrows are the
graphical representation of the relation a. Numbers rep-
resent stochastic rates. b) Examples of an individual.

Funct. 1:
EvolutionAlgorithm () :
Population = GenerateInitialPopulation();
for i == 0 to generations do
for each Individual in Population do
output = Simulate (Individual);

I i minus

d)

Fig. 2: Different kinds of mutations: in (a) the initial
configuration; in (b) duplication of protein C followed by
mutation of domain out of C1 in (c). Finally, (d) displays
how the internal structure could change to accommo-
date the duplication of a domain. Plus and minus are
the activation and inhibition messages, respectively.

fitnesses[Individual] = ComputeFitness (output);
NewPopulation=Replicateg&Mutate (fitnesses, Population);

Population = NewPopulation;
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1. INTRODUCTION

The RFID system consists of three
main components:

i. RFID tag (Transponder)

ii. RFID reader (Interrogator)

iii. RFID Backend System

Passive RFID tags consist of four main
sub-units such as shown in Fig. 1.
These units manage the tag’s com-
munication phases such as follows [1
and 6].

Energizing - Phase I: The tag is bea-
coned by an incoming RF signal from
the reader.

Communication - Phase II: The tag’s
antenna detects the electromagnetic
wave and induces energy into a capaci-
tor. The capacitor feeds power into
the tag’s microchip. The tag performs
the requested operation and returns a
response back to the reader.

Unload - Phase Ill: The tag remains
silent (capacitor unloaded) waiting for
further commands from the reader. To
complete these communication phas-
es, the reader adjusts the signal power
level according to the desired operation
such as tag programming, tag query,
tag access, tag lock and tag KILL [1, 3].

Passive RFID tags are very popular
because of their simple design and
cheaper cost (tag costs $0.05) [1]. The
tag’'s simple design contradicts with
the tag’s required security. The major
problem with an RFID tag is that it acts
as an “always on” device in an open
system. It talks with any RFID reader
unit without any restrictions, releasing
sensitive information about a certain
object. Therefore, there is a pressing
need to secure the RFID system.

The passive Tag-Reader security level
has been overlooked by RFID indus-
try because passive tags have been
designed without security in mind. This
risk resulted from the quick transition
made from non-secure barcode based
systems to non-secure RFID based

systems. Consequently, a lot of back-
doors have been opened for attackers
to skim and clone tags with the same
tag ID [3-4]. In this paper we will focus
on solving the tag cloning problem.

Research efforts in securing RFID
systems are gathering pace as RFID
providers look for having an applica-
ble solution across different tag types.
However, the majority of the work done
in this area suffers from the following
weakness because:

* These solutions require a significant
change to the tag chip design.

» Cryptographic function resources
required by proposals [1, 5, and 7] are
not available in the current passive
tags.

* None of these proposals has been
validated using simulation or real
experimentation.

Looking beyond the issues addressed
by today’s RFID solutions, the pro-
posed research aims to:

(i) Introduce a tag — reader authen-
tication mechanism by controlling the
power level of the KILL command.
This results in protecting RFID systems
against hacking using cloned tags.

(i) Devise a mechanism to determine
the correct power level of the KILL com-
mand to avoid killing the tag acciden-
tally during the tag — reader authen-
tication.

In this paper, we intended to scale up
the work presented in [2] and use the
KILL command for dual purposes. The
original intent of the KILL command
was to protect consumers’ privacy and
render tags inoperable as soon as they
leave the point of sale.

2. TAGAUTHENTICATION SOLUTION
APPROACH

In this paper, we conduct an empiri-
cal analysis to measure the effective-
ness of the Kill-password technique to

authenticate RFID tags. To render an
RFID tag inoperable, a reader must
send a kil command that includes
the correct tag-specific kill password.
Once this command is sent, the tag will
respond with one of three messages:

» The tag was killed successfully,

» The tag did not gain enough power to
complete the kill function, or

* The kill password was incorrect.

Our experimental analysis is based
on controlling the power level of the
reader, an authentication program can
guarantee that there is not enough
power to kill the tag, and will then be
able to use the kill function to enable
a simple password dialog. At this
point the reader, issues an adjusted
power-level Kill-command to verify the
authenticity of the tag in the field and
decide whether to deny or allow this
tag on the system. So, the reader
should know what power level to send
to authenticate the tag. In order to do
this, we built a testbed of software and
hardware. The software component is a
middleware that allows interfacing with
the reader and relay messages to the
target tag. The hardware component is
made from various types of RFID read-
ers and tags such as given in Fig. 2.

The testbed consists of the following
components:
* Alien ALR-9814 RFID Portal
» Tags used for testing included:

o Alien 9454 M-Tag Inlay

o UPM RAFLATAC 3000707 Inlay

o Alien 9440 Squiggle

o UPM RAFLATAC 3000794 Frog

Inlay

o Avery AD-622 Inlay

o Avery AD-220 Inlay
» The reader was connected to a LAN,
with IP addressing occurring via the
LAN router’s internal DHCP mecha-
nism.
» Power kill levels were obtained for

Eeader

all of the tags at a read range of 1.5
meters

« Testing software was written in Java,
using the HTTP interface capability
of the reader. The software included
features for querying, writing, and kill-
ing tags, as well as changing power
levels of the connected antennae.

* Application development unit
(Compagq Presario 2100 laptop)

The tag programming phase is illus-
trated in Fig. 3.

The procedure for writing tags merely
programmed a tag EPC. Sending this
command did not always result in a
successful tag programming howev-
er; arevision early in the development
of the software was to add a loop to
send the command multiple times.
This loop lead to much more consis-
tent results with programming tags,
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yet took considerably longer to com-
plete, upward of eleven seconds each
time since this feature also included
the one second delay between com-
mands sent to the reader.

The read test described in Fig. 4
was conducted by initially program-
ming the tag to be tested with a
unique EPC (00 11 22 33 00 11 22
33). This was done to ensure that
the tag could be recognized even if
there happened to be another tag
somewhere in the reader’s field. The
reader’s power level was then set to
0, and the query command sent to
the reader. An array of tags would
then be returned from the reader and
the results displayed in the message
area. If multiple tags were found in
the tag area, they were then found
and removed. This process contin-
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ued until the query verified that only
one tag was in the field at a time. The
power level was then increased by a
tenth of a decibel, the tag query sent,
and so on.

The power level range was increased
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to be dead at one power level, that
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killed was really dead.
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3. CONCLUSIONS AND FUTURE WORK

The main objective of the proposed research is to introduce a low cost solution for the RFID tag cloning problem by enforcing tag
authentication. We have presented a simple protocol for passive RFID tags, especially EPCGlobal Class-1 Gen-2 RFID tags. Our
protocol achieves desirable security features of a RFID system including: implicit tag-to-reader authentication.

This approach was deemed as a possible way to implicitly verify an RFID tag; if a correct password was sent to the tag, it should
respond with an error code message, specifically “Not enough power to complete command”. The authors found that results of
power levels at which tags killed themselves varied widely. This is one of the first attempts to create a universal tag killing power
level database for each tag profile.

Future work will seek to develop a light weight reader — tag solution.

Tag Killed Power

Tag Vaflgue in dB
Alien 9454 M-Tag Inlay 4.7
UPM RAFLATAC 3000707 Inlay 4.1
Alien 9440 Squiggle 3.5
UPM RAFLATAC 3000794 Frog Inlay 8.8
Avery AD-622 Inlay 8.6
Avery AD-220 Inlay 3.9

Tab. 1: The table describes a direct relationship between the
Tag’s Consistent Read Value for 5 times and the Tag Killed
Value.
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Sustainable and efficient utilization of
available energy resources is perhaps
the fundamental challenge of the current
century. Academic and industrial commu-
nities have invested significant efforts in
developing new solutions to address the
energy efficiency challenges in several ar-
eas from IT and telecommunications, to
green buildings and cities, and smart grid.
Large scale and complex computing con-
trol and communication systems play a key
role in almost all of these areas. Modeling
and simulation methodologies for such com-
plex and large-scale systems are necessary
for comprehensive performance evaluation
that precedes costly prototyping activities.

This special issue aims to disseminate the
latest advances in modeling and simula-
tion of smart and green computing sys-

tems, which are critical from the viewpoints
of sustainable economic growth and en-
vironmental conservation. This special is-
sue focuses on methodologies, simulation
tools and techniques for evaluating com-
puting, control and communication systems
for achieving energy efficiency leading to
long-term sustainability. Appropriate top-
ics of interest include but are not limited to:
» Modeling and simulations of energy ef-
ficient computing systems

» Modeling and simulations of green com-
munications systems

» Modeling and simulations of smart grid
applications

« Simulation of intelligent transportation
systems

* Building and energy management simula-
tions

* Modeling and simulations of nature
inspired computing and communication
systems

* Innovative modeling and simulation meth-
odologies, and tools

* Prototypes and testbeds of energy efficient
computing and communication systems.

Articles should be understandable to a broad
audience of science and engineering pro-
fessionals. The writing should be practical
and original, avoiding too much focus on
theory, mathematics, jargon, and abstract
concepts. Accepted papers will be profes-
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sionally edited for content and style. All
manuscripts are subject to peer-review on
both technical merit and relevance to Com-
puter’s readership. Paper submissions are
handled electronically. For author guidelines
and information on how to submit a manu-
script, please visit: http://www.computer.org/
portal/web/peerreviewmagazines/computer.
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